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INTRODUCT ION

The  i nc rea s ing  i n te re s t  o f  Law  En fo rcement  Agenc ie s  (LEAs )  and

pr i va te  compan ie s  i n  p r e v e n t i o n  has  dr i ven  to  the  deve lopment

o f  new  ana l y t i ca l  too l s  and  i nd i ca to r s  capab le  o f  detec t ing  and

ident i f y ing  suspec t  c r im ina l s  and ,  consequent l y ,  preven t in  them

f rom  commi t t ing  a  c r ime .  These  t echn iques  a re  o f ten  based  on

the  c r i m i n a l  p r o f i l i n g  p a r a d i g m ,  a  method  tha t  o r ig ina ted  i n  the

mid -90s ,  acco rd ing  to  which  i n ve s t i ga to r s  –  i n  add i t i on  to  the

t r ad i t i ona l  method  o f  eva lua t ing  c r imes  wi th  phys i ca l  ev idence  –

a re  expec ted  to  use  the  outcomes  o f  the  i n ve s t i ga t i on  ( i .e .  o f f l i ne

and  on l ine  data  min ing  and  s to rage )  to  pro f i l e  the  i nd i v idua l  who

mos t  l i ke l y  commi t ted  the  g i ven  c r ime  (Dean ,  2007 ;  Dinant ,

Laza ro ,  Le feve r ,  Rouv roy ,  2008 :  3 ) .  

A l though  these  t echn iques  a re  app l i ed  to  any  t ype  o f  c r ime ,  they

a re  ex tens i ve l y  used  to  i den t i f y  i nd i v idua l s  who  might  become

rad ica l i s ed  o r  engage  i n  t e r ro r - r e l a ted  c r imes ,  espec i a l l y  on l ine .

A  c lea r  example  a re  the  v io l en t  ex t remi s t  r i s k  as se s sment  too l s

(e .g .  COVR ,  ERG22 ,  MAPPA ,  VERA )  spec i f i ca l l y  deve loped  f o r

r ad i ca l i s a t i on  cases ,  toge the r  wi th  Open  Source  I n te l l i gence

(OSINT )  too l s  cu r ren t l y  used  by  pub l i c  and  pr i va te  bod ie s  to

iden t i f y  r ad i ca l  pro f i l e s  on l ine  by  ana l y s ing  the  conten t  they

pub l i sh  (B ianch i ,  Ladu  and  B ianch i ,  2019 ) .  Ye t  a re  these  methods

t ru s t -wor thy ?  I s  pro f i l i ng  neces sa r i l y  he lp fu l  i n  cases  o f

r ad i ca l i s a t i on  o r  cou ld  i t  be  dange rous l y  mis lead ing ?

Without  h id ing  the  advantages  o f  these  new  too l s ,  th i s  a r t i c l e

h igh l i gh t s  the  r i s k s  r e l a ted  to  the i r  use ,  i n  pa r t i cu l a r  r ega rd ing

l e g a l  v i o l a t i o n s  (e .g .  f r eedom  o f  exp re s s i on )  and  m i s l e a d i n g
r e s u l t s ,  and  f i na l l y  a rgues  tha t  i t  wou ld  be  more  f r u i t fu l  to  sh i f t

the  f ocus  on  the  s i t u a t i o n a l  f a c t o r s  tha t  may  l ead  a  per son  to

become  r ad i ca l i s ed  ( i .e .  meso  and  macro  f ac to r s )  r a the r  than

va r i ab le s  spec i f i c  to  the  i nd i v idua l  themse l ve s .
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ASSETS  AND  L IM ITS  OF  THE  OSINT  TOOLS

OSINT  methods  and  othe r  i nnova t i ve  as se s sment  too l s  ce r ta in l y

improve  the  po l i c ing  ac t i v i t y  both  i n  i t s  s t r a teg i c  and  t ac t i ca l

r e sponses .  As  a  gene ra l  bene f i t ,  such  too l s  come  to  be  ve r y  use fu l

i n  co l l ec t ing  h e t e r o g e n e o u s  a n d  e x t e n s i v e  a m o u n t s  o f  data

f rom  d i f f e ren t  sou rces  on  a  sca l e  tha t  a  human  wou ld  be

incapab le  o f  (C ine l l i ,  V .  2020 ) .  I n  the  spec i f i c  ana l y t i ca l  phase ,  o f

pa r t i cu l a r  i n te re s t  i n  cases  o f  r ad i ca l i s a t i on  and  t e r ro r - r e l a ted

c r imes  a re  the  g r a p h i c a l  r e p r e s e n t a t i o n s  and  l i n k  a n a l y s e s  tha t

cou ld  r ep re sen t  the  i nd i v idua l  network  and  detec t  f i gu re s  such  as

“ r ec ru i t e r s ” ,  “ i deo logues ” ,  o r  s imp l y  othe r  “a t - r i s k  i nd i v idua l s ” .

Othe r  bene f i c i a l  t echn iques  r e f e r  to  the  v e r i f i c a t i o n  o f  d i g i t a l
s o u r c e s  such  as  photos  o r  v ideos  o r  the  s c e n a r i o  a w a r e n e s s .

Examples  o f  r e l e van t  too l s  tha t  cou ld  be  app l i cab le  to  t e r ro r -

r e l a ted  c r imes  cou ld  be :  the  f unc t i ona l  end - to -end  produc t

M E D U S A ®  (2019 ) ,  deve loped  to  f i gh t  aga in s t  se r i ous  c r imes ,  i s

among  the  most -used  OSINT  too l s  wi th in  i n te rna t i ona l  po l i ce

fo rce s  to  ex tens i ve l y  moni to r  media  sou rces ,  i den t i f y  the  o r ig in  o f

any  k ind  o f  message ,  i t s  d i s semina t i on  and  the  aud ience ’ s

reac t i ons  to  i t ;  the  graph ica l  l i nk  ana l y s i s  too l  Mal tego  (undated )

deve loped  by  the  German  pr i va te  company  Mal tego  Techno log ie s

L td  f o r  ga the r ing  and  connec t ing  i n fo rmat ion  f o r  i n ve s t i ga t i ve

ta sk s  (Mal tego ,  undated ) ;  the  pred ic t i ve  ana l y s i s  so f twa re  used  by

the  F rench  Nat iona l  Genda rmer i e  I 2  A n a l y s t  N o t e b o o k  ( IBM ,

2019 ) ;  and  the  so f twa re  H u n t s m a n  S P I D A  which  main l y  f ocuses

on  data  ex t rac t i on  (Po in tduty ,  undated ) .  

I n  the  i n ve s t i ga t i ve  f i e ld ,  such  too l s  a re  o f  h igh l y  bene f i c i a l  f o r

LEAs ,  spec i f i ca l l y  a l l ow ing  them  to  e f f e c t i v e l y  i n v e s t i g a t e
r e l a t i o n s h i p s  between  c r im ina l  network s ,  qu ick l y  t r ac ing  c r imes

back  to  suspec t s .  Ye t  i n  absence  o f  a  c r ime ,  as  i t  i s  i n  the  case  o f

r ad i ca l i s a t i on ,  the  co l l ec t i on  and  proces s ing  o f  per sona l  data  on

natu ra l  per sons  tha t  these  too l s  ca r r y  out  r i s k  v i o l a t i n g  some  o f

the  f u n d a m e n t a l  r i g h t s  i nc luded  i n  the  European  Char te r  o f

Human  R ight s  such  as  pr i vacy  and  data  pro tec t i on ,  f r eedom  o f

exp re s s i on  and  i n fo rmat ion ,  pro tec t i on  aga in s t  d i sc r im ina t i on  i n  
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the  exerc i se  of  r ights  and  f reedoms  (E .U .  Charter  of  Human  Rights ,

ar t .  8 ,  10 ,  14 ) ;  of ten  use  indeterminate  cr i ter ia  that  can  l ead  to

pre judice ,  pol i t ic i sat ion  or  discr iminat ion  and  r i sk  to  be  based  on

not  corroborated informat ion  and ,  f ina l l y ,  l ead  to  fa lse  posit ive
results  (Babuta ,  Oswald  and  Rin ik ,  2018 ) .

THE  OPPORTUNITY :  LAWFUL  PROFIL ING  FOR  LEAS

In  order  to  overcome  such  r i sks ,  and  there fore  ensure  a  benef ic ia l

appl icat ion  of  OSINT  too ls  with in  the  f ramework  of  rad ica l i sat ion

and  te r ror - re lated  cr imes ,  two  act ions  should  be  car r ied  out .  F i r s t l y ,

LEAs  should  ensure  that  the i r  prof i l ing act iv i t ies  are  lawful  and

admiss ib le  by  meet ing  four  cr i te r ia .  Namely ,  they  must  have  a

legal  bas is  in  nat iona l  or  European  l aw ,  that  s t ipu lates  poss ib le

l imi tat ions  of  the  fundamenta l  r ights  and  i t s  cor re lated  s tandards

( i .e .  c lar i ty ,  predictab i l i t y ,  qual i ty ) ;  they  must  have  a  legit imate ,

appropr iate  and  legal ly  va l id  purpose ;  they  must  be  necessary
and  ensure  a  fa i r  balance  between  the  purpose  and  the  means  of

the  prevent ive  act iv i t ies .  

These  pr inc ip les  are  s t ressed  heav i l y  by  the  Court  of  Just ice  of  the

European  Union  (2012 )  that  cons iders  the  col lect ion  of  data  in  the

context  of  "monitor ing "  and  prof i l ing  without  jud ic ia l  author i sat ion

as  an  in ter fe rence  with  the  Art ic les  7  and  8  of  the  Charter  of

Fundamenta l  Rights  of  the  European  Union .  Equal l y ,  the  European

Commiss ion  declared  any  prof i l ing  that  “does  not  pursue  a

leg i t imate  a im  or  i f  there  i s  no  reasonable  re lat ionsh ip  of

proport iona l i ty  between  the  means  employed  and  the  a im  pursued "

as  i l l ega l  (European  Commiss ion  aga inst  Racism  and  In to lerance ,

2017 ) .  

Secondly ,  OSINT  too ls  should  be  in tegrated  with  other  factors

beyond  ind iv idua l  ones .  Agree ing  with  the  theory  proposed  by

Doos je  et  a l .  (2016 ) ,  accord ing  to  which  rad ica l i sat ion  i s  a  mult i -
factor ia l  process  genera l l y  categor i sed  in to  three  l eve l s  ( i .e .  the

micro  or  ind iv idua l  l eve l ,  the  meso  l eve l  (such  as  group  dynamics  or

ident i ty )  and  the  macro  l eve l  (such  as  the  ef fects  of  global i sat ion ,

conf l ic ts  and  modern isat ion ) ,  OSINT  too ls  should  car ry  out  a  two-
level  analys is ,  f i r s t l y  focus ing  on  macro  and  meso  root  causes  and ,

only  when  a  spec i f ic  suspect  and  cr ime  are  ident i f ied ,  sh i f t ing  to

ana lys i s  on  an  ind iv idua l  l eve l .
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More  spec i f i ca l l y ,  i n  o rde r  to  ana l y se  meso - f ac to r s ,  an  i dea l  OSINT

too l  cou ld  i n teg ra te  the  i den t i f i ca t i on  o f  the  ex t remi s t  movement

the  suspec t  i s  suppor t ing  o r  the  i nd i v idua l ’ s  i den t i t y  contex t ,  the

mapp ing  o f  sub -cu l tu ra l  ecosy s tems ,  and  soc i a l  geog raphy

th rough  case  ana l y s i s .  The  l a t t e r  cou ld  exp la in  how  subcu l tu re s

f i nd  an  adequate  path  towards  v io l ence  and ,  more  spec i f i ca l l y ,

towards  t e r ro r - r e l a ted  c r imes ,  th rough  the  v i sua l i s a t i on  o f  a

mode l .  As  per  macro - f ac to r s ,  a  key  e lement  cou ld  be

ident i f i ca t i on  o f  c r i t i ca l  p laces  ( i .e .  geog raph ica l  a reas ,  count r i e s ,

c i t i e s )  th rough  an  ana l y s i s  o f  soc i a l  i nd i ca to r s  such  as  the

inc rease  i n  the  t a rge t s  o f  r ad i ca l i s a t i on  o r  t e r ro r - r e l a ted  c r imes ;

the  i nc rea se  i n  o f f ende r s  o r  r ad i ca l i s ed  i nd i v idua l s  i n  a  spec i f i c

a rea ;  the  i nc rea se  o f  provoca t i ons  o r  ex t remi s t  messages ;  and  the

dec rease  o f  secu r i t y  f o r ce s  cont ro l s  i n  a  spec i f i c  a rea .  Th i s

techn ique  cou ld  i den t i f y  the  gene ra to r s  o f  c r ime  (e .g .  po l i t i ca l  o r

re l i g i ous  event s ) ,  the  a t t r ac to r s  o f  c r ime  (e .g .  p laces  known  to

te r ro r i s t s ) ,  the  c r ime  c lea rance  (e .g .  l a ck  o f  r egu la t i on )  and  c r ime -

neut ra l  a reas .  By  do ing  so ,  po l i c ing  and  pr i va te  ac to r s  wou ld  not

on l y  ensu re  a  prope r  use  o f  the  OSINT  too l s  but  they  wou ld  a l so

have  more  e f f ec t i ve  r e su l t s ,  avo id ing  d i sc r im ina to r y  secu r i t y

p rac t i ce s  tha t  do  more  ha rm  than  good .

CONCLUS ION  

A l l  i n  a l l ,  the  r a i s i ng  i n te re s t  towards  the  a rea  o f  preven t ion  drove

to  the  deve lopment  o f  t echno log ie s  capab le  o f  detec t ing  and

preven t ing  i nd i v idua l s  f r om  commi t t ing  a  c r ime .  Th i s  i s

spec i f i ca l l y  t rue  when  l ook ing  a t  the  cases  o f  r ad i ca l i s a t i on  o r

te r ro r - r e l a ted  c r imes ,  where  po l i c ing  agenc ie s  put  a  majo r  e f fo r t

i n to  deve lop ing  i nd i ca to r s  to  detec t  r ad i ca l  behav iou r s  and  a t -

r i s k  i nd i v idua l s .  Whi le  ex i s t i ng  OSINT  too l s ,  such  as  MEDUSA® ,

Mal tego ,  1 2  Ana l y s t  Notebook  and  Hunt sman  SP IDA ,  seem  to  be

promi s ing ,  they  l a ck  a  mul t i - f ac to r i a l  per spec t i ve .  Th i s  a r t i c l e

p roposes  the  othe r  f ac to r s  beyond  i nd i v idua l  cha rac te r i s t i c s  be

in teg ra ted  i n to  ex i s t i ng  too l s ,  a l l ow ing  them  to  cove r  othe r  r oo t

causes  o f  r ad i ca l i s a t i on  such  as  group  dynamics  and  i den t i t y

(meso  f ac to r s )  and  the  e f f ec t s  o f  i n te rna t i ona l  event s  o r

phenomena  such  as  g loba l i s a t i on  o r  con f l i c t s  (macro  f ac to r s ) .  Th i s

dua l  and  complex  ana l y s i s ,capab le  o f  combin ing  qua l i t a t i ve  and

quant i t a t i ve  data ,  wou ld  ex tens i ve l y  avo id  f a l s e  pos i t i ve  cases  and

d i sc r im ina to r y  ana l y s i s .  
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