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INTRODUCT ION

Today ,  we  a re  wi tnes s ing  a  cont inuous  and  e x p o n e n t i a l
d e v e l o p m e n t  o f  d ig i t a l  t echno log ie s  tha t  has  a f f ec ted  the  way

c r imes  a re  commi t ted  as  wel l  as  i n ve s t i ga ted  (Mi ja tov i ć ,  2019 ) .  As

i s  the  case  wi th  many  othe r  contex t s ,  pr i sons  have  been

in f luenced  by  such  advancement s  –  espec i a l l y  f o r  what  conce rns

the  i nc rea sed  d i f f i cu l t y  i n  cont ro l l i ng  i nmates ’  i l l ega l  ac t i ons  and

i l l ega l  commun ica t i on  wi th  the  out s ide  wor ld ,  as  wel l  as  i n

re l a t i on  to  the  t echno log ie s  to  preven t  i nmates  f r om  commi t t ing

add i t i ona l  c r imes .  The re  i s  a  need  f o r  an  urgent  update ,  pa r t l y

a l r eady  unde rway ,  o f  the  methods  used  i n  pr i son  f ac i l i t i e s ,  both

f rom  a  preven t i ve  and  an  i n ve s t i ga t i ve  po in t  o f  v i ew .

The  f o l l ow ing  a r t i c l e  r e f l ec t s  on  the  change  tha t  d ig i t a l  and

commun ica t i on  t echno log ie s  can  and  have  brought  to  the

s e c u r i t y  and  p r e v e n t i o n  sec to r s ,  spec i f i ca l l y  examin ing  th ree

innova t i ve  t echn iques  cu r ren t l y  used  i n  pr i son :  Open  Source

In te l l i gence  too l s  (OSINT )  to  co l l ec t  and  ana l y se  data ;

wi re tapp ing  mic rophones ;  and  drones  and  counte r  drone  s y s tems .

DIG ITAL  FORENSICS

Cons ide r ing  the  va s t  amount  o f  data  c i r cu l a t ing  i n  pr i sons  and

the  consequent  d i f f i cu l t y  f o r  ope ra to r s  to  moni to r  them  c lea r l y

and  comprehens i ve l y ,  the  s u p p o r t  tha t  t echno log ie s  can  prov ide

in  th i s  r ega rd  -  e .g .  data  min ing  f o r  preven t i ve  secu r i t y  measu re s

gene ra ted  by  m o b i l e  d a t a  f o rens i c s  i n  i n ve s t i ga t i ons  -  i s  a  r ea l

a s se t  f o r  the  expans ion  o f  i n te l l i gence  ana l y s i s .  As  an  example ,

on l y  th rough  an  ana l y s i s  o f  the  t e l ephones  i l l ega l l y  owned  by  the

inmates ,  o f f i ce r s  can  detec t  ex i s t i ng  c r i m i n a l  n e t w o r k s ,

c r im ina l s ’  connec t i ons ,  h ie ra rch ie s  between  suspec t s ,  group

dynamics  and  movement s  (Agen fo r  I n te rna t i ona l ,  2020 ) .

Te lephones  i n t roduced  i l l ega l l y  i n  pr i sons  and  used  by  i nmates

a re ,  i n  f ac t ,  common  and  va luab le  sou rces  o f  data .  As  i t  might  be  
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the  case  f o r  i nmates  conv i c ted  o f  o rgan i sed  c r ime  o r  t e r ro r -

r e l a ted  c r imes ,  phones  i n  posse s s i on  o f  th i s  k ind  o f  i nmates  can

be  exp lo i t ed  by  Law  En fo rcement  Agenc ie s  (LEAs )  f o r  the

a n a l y s i s  and  m o n i t o r i n g  o f  c r im ina l  cha in s  between  d i f f e ren t

de ta inees ,  f ami l y ,  o r  k in sh ip  network s .  I ndeed ,  “a r t i f i c i a l

i n te l l i gence  and  b ig  data  ana l y t i c s ,  combin ing  the

a fo rement ioned  O S I N T  and  H u m a n  I n t e l l i g e n c e  (HUMINT )  can

he lp  bet te r  f i l t e r  and  pr io r i t i s e  mass  data  on  suspec t s  and  sha re

and  compare  data  wi th  othe r  po l i ce  f o r ce s ,  i n te l l i gence  agenc ie s

and  cou r t s  f o r  more  accu ra te  pred ic t i on  t echn iques ”  (Agen fo r

In te rna t i ona l ,  2020 ) .

As  the  CEO  and  CO - f ounde r  o f  S e c u r C u b e  Nico la  Cheme l lo  (2020 )

exp la in s ,  i f  a  phone  exchanges  t r a f f i c  v i a  a  ce l l u l a r  network ,  the re

i s  a  l og  tha t  a l l ows  i n ve s t i ga to r s  to  t r ace  a  se r i e s  o f  i n fo rmat ion ,

such  as  the  geog raph ica l  t r ace  o f  the  ca l l ,  the  I n te rna t i ona l

Mob i l e  Subsc r ibe r  I den t i t y  (MSI )  -  a  number  tha t  un ique l y

iden t i f i e s  each  mobi l e  phone  use r ,  and  the  I n te rna t i ona l  Mob i l e

Equ ipment  I den t i t y  ( IME I )  -  a  code  tha t  un ique l y  i den t i f i e s  each

mob i l e  t e rmina l ,  thus  a l l ow ing  the  owner  o f  the  phone  to  be

i n s t a n t l y  t r a c e d .  These  r eco rds  a re  u n c h a n g e a b l e  and  a re  a

sou rce  o f  f undamenta l  impor tance  f o r  preven t i ve  and

inves t i ga t i ve  purposes  f o r  LEAs ,  mak ing  a  r ange  o f  r e l a ted

in fo rmat ion  ava i l ab le  to  them  tha t  can  be  used  f o r  i n ve s t i ga t i ve

pu rposes .

LEGAL  INTERCEPT ION  OF  CONVERSAT IONS  IN  PRISON

Anothe r  pr i son  scena r i o  tha t  cou ld  bene f i t  f r om  t echno logy  r e f e r s

to  l ega l  i n te rcept ion  o f  v i s i t o r s '  conve r sa t i ons .  I n  th i s  sense ,  as

Sasha  B ianch i  (2020 ) ,  Sa le s  Manage r  o f  the  pr i va te  ente rp r i s e

A R E A ,  s t a te s :  a  f i x e d  p a t t e r n  must  be  f o l l owed  i n  o rde r  to

conc lude  the  i n ve s t i ga t i on  e f f ec t i ve l y ,  which  main l y  cons i s t s  i n

send ing  the  wi re tapp ing  i n  r ea l  t ime  to  the  Pub l i c  Prosecu to r ' s

O f f i ce ,  watch ing  the  i n te r v i ews  f r om  the  headqua r te r s  o f  the

jud i c i a l  po l i ce  and  f i na l l y  dra f t i ng  the  t r ansc r ip t s ,  which  a re ,  i n

the  I t a l i an  contex t ,  a lways  to  be  de l i ve red  to  the  Pub l i c

P ro secu to r ’ s  Of f i ce .   
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The  microphones  are  ins ta l led  ins ide  the  tab les  in  the  room  where

the  meet ing  takes  place ,  so  that  they  are  not  v i s ib le  at  a l l ,  and  help

by  cameras  f i xed  ins ide  the  room ,  i t  i s  poss ib le  to  intercept  l ive
any  k ind  of  conversat ion ,  which  as  a l ready  ment ioned ,  in  addi t ion

to  being  seen  by  the  jud ic ia l  pol ice ,  i s  sent  l i ve  to  the  Publ ic

Prosecutor 's  Off ice ,  v ia  a  wire less  l ink .  At  the  end  of  the  in terv iew ,

the  jud ic ia l  pol ice  of f icers  take  care  of  t ranscr ib ing  in  fu l l  the

conversat ions  observed ,  so  that  the  document  can  then  be  handed

over  to  the  Publ ic  Prosecutor 's  Off ice .

DRONES  AND  COUNTER -DRONES  SYSTEMS  

F ina l l y ,  the  use  of  Unmanned  Aer ia l  Systems  (UAS )  –  a lso  known  as

drones  –  and  re lated  counter -drones  technolog ies  be  analysed .

Drones  are  a  widely  used  too l  in  pr i sons  fo r  making  i l legal
del iver ies ,  such  as  drugs  or  money ,  as  wel l  as  fo r  planning  escapes

or  col lect ing  data  on  inmates .  Such  too ls  are  genera l l y  “smal l  and

di f f icu l t  to  detect  by  convent iona l  surve i l lance  means ,  as  they  do

not  fo l low  t rad i t iona l l y  examined  t ra jector ies ”  and  i t  i s  of ten  the

case  that  “pay loads  car r ied  by  UAS  dev ices  in  the  pr i son  sys tem

have  been  made  to  look  l i ke  permit ted  objects ”  (Russo ,  2020 ) .  

In  the  event  that  one  of  these  too ls  i s  se ized  and  consequent ly  the

data  are  extracted ,  such  dev ices  can  prov ide  a  s ign i f icant  source  of

in format ion  fo r  LEAs .  In  th i s  regard ,  the  use  of  counter-drone
systems ,  which  are  usefu l  too ls  fo r  detect ing ,  t rack ing ,  ident i f y ing

and  in tercept ing  drones ,  i s  cruc ia l .

Counter -drones  technolog ies  and  the  use  of  cooperat i ve  drones  by

LEAs  are  an  important  deterrent  to  cr ime  and  are  much  more

ef fect i ve  than  the  so -ca l led  'pass ive '  methods  of  l aw  enforcement ,

i .e .  wal l s  and  nets ,  which  are  easy  to  c i rcumvent ,  unl ike  the  new

UAV  surve i l lance  methods .  Accord ing  to  Stefano  Russo  (2020 ) ,  Chie f

Sof tware  Engineer  at  I ta ldron ,  counter -drone  technolog ies

cooperat i ve  drones  used  by  LEAs   have  a  very  low acoust ic
footpr int  and  are  able  to  in tercept  any  i l l ega l  a i r  t ransport .  These

inst ruments  are  cur rent ly  used  mainly  to  detect  events  such  as

acc idents ,  parades  and  car  t ra f f ic  ( the i r  use  has  recent ly  been

implemented  fo r  surve i l lance  purposes  at  the  Shopping  Mal l  in

Arese ,  Milan )  but  the i r  gradual  in t roduct ion  in to  pr i sons  would

br ing  count less  benef i t s .
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Add i t i ona l  pos i t i ve  aspec t s  o f  such  t echno log ie s  i nc lude  the  f ac t

tha t  they  a re  cont ro l l ed  f r om  a  cont ro l  r oom ,  th rough  which  the

UAV  camera  can  be  v i ewed  and  cont ro l l ed  i n  r e a l  t i m e ,  l oca t ing

and  t r ack ing  the  th rea t  on  the  ground  i n  seconds .  A l so ,  UAV  data

can  be  acces sed  f r om  anywhere ,  wi th  no  need  f o r  spec i a l

i n f r a s t ruc tu re ,  on l y  4g /5g  cove rage .  "Thanks  to  r ea l - t ime  v ideo

proces s ing  on  a  power fu l  on -boa rd  compute r ,  th rea t s  can  be

detec ted  and  t r acked  automat i ca l l y .  Once  detec ted ,  th rea t s  can

be  prec i se l y  geo loca ted  and  the  detec t i on  can  be  used  to  t r i gge r

a l e r t s " ,  s t a te s  Russo  (2020 ) .

CONCLUS ION  

I nnova t i ve  t echno log ie s  a re  bene f i c i a l  f o r  secu r i t y  and  espec i a l l y

f o r  h igh - r i s k  contex t s  such  as  the  pr i son  env i ronment  –  the i r

app l i ca t i on  shou ld  the re fo re  be  upsca led  s i gn i f i can t l y .  Whi le  th i s

a r t i c l e  has  main l y  f ocused  on  the  secu r i t i s a t i on  o f  pr i sons ,  i t  i s

wo r th  not ing  tha t  wi th in  tha t  same  env i ronment ,  t echno logy  can

and  shou ld  a l so  be  used  f o r  educa t i ona l  and  r ehab i l i t a t i on

purposes .  As  soc i e t y  changes ,  the  pen i ten t i a r y  s y s tem  shou ld

change  i n  pa ra l l e l ,  i n t roduc ing  d i f f e ren t  ways  o f  commun ica t ing

o r  i n te rac t ing  and  prepa r ing  i nmates  f o r  the  d ig i t a l  wor ld  they

w i l l  l a t e r  be  r e - i n teg ra ted  i n to .  
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