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Geopos i t i on  i s  use fu l  to  t r a c k  a  ce l l  phone  use r ' s  movement s ,  and

today  eve r y  enab led  smar tphone  i s  capab le  o f  sav ing  i t s  exac t

GPS  pos i t i on  wi th  the  h igh  accu racy  o f  a  f ew  mete r s .  

Th i s  use fu l  i n fo rmat ion  i s  o f ten  used  i n  c r i m i n a l  c a s e s  to  prove

o r  d i sp rove  a l ib i s .  I n  f ac t ,  the re  a re  seve ra l  power fu l  d ig i t a l

f o rens i c s  too l s  tha t  a l l ow  data  ex t rac t i on  f r om  mobi l e  phones ,

tha t  a re  a l so  capab le  o f  r ecove r ing  some  de le ted  conten t s .

The  o ld  schoo l  d ig i t a l  f o rens i c s  examine r ,  f ocused  on  e v i d e n c e
i n t e g r i t y  by  preven t ing  any  change  to  a  suspec t ’ s  phone ,  t r i e s  to

ex t r ac t  a l l  i t  can ,  and  then  l ock s  tha t  i n fo rmat ion  wi th  what  a re

ca l l ed  HASH  f unc t i ons  to  secu re l y  save  i t  f o r  the  cou r t room .

Anothe r  too l  ava i l ab le  to  i n ve s t i ga to r s  nowadays  i s  C l o u d
A c q u i s i t i o n ,  where  conten t  can  be  d i rec t l y  down loaded  f r om

th i rd  pa r t y  se r v i ce s ,  f o r  example  Goog le  t ime l ine  ( f o rmer l y  Goog le

loca t i on  h i s to r y ) .  Many  so f twa re  so lu t i ons  such  as  Secu rcube

Down loade r  a re  deve loped  to  ach ieve  th i s  goa l .

Seve ra l  apps ,  e i the r  gaming  o r  r e l a ted  to  soc i a l  network s ,  and

a l so  ones  deve loped  by  gove rnment s  he lp  the  t r a c k i n g  o f  COVID -

1 9  i n f ec ted  use r s ,  by  us ing  th i s  GPS  pos i t i on ing  to  commun ica te

w i th  cent ra l i s ed  se r ve r s  and  show  where  these  sub jec t s  a re

mov ing  i n  r ea l  t ime  i n  o rde r  to  preven t  i n f ec t i ons  o r  to  pro tec t

sens i t i ve  l oca t i ons .

But  the re  i s  an  i s s u e :  new  iOS  and  ANDROID  app l i ca t i ons  l i ke

iMyFone  AnyTo  o r  Fake  GPS  Loca t i on  a re  on l y  two  o f  many  tha t

a l l ows  use r s  to  “change  l oca t i on  to  anywhere ,  p lan  a  r ou te  on  the

map  to  move  a long  wi th  cus tomi sed  speed ,  and  work  wi th

loca t i on -based  apps  such  as  AR  games ,  soc i a l  p la t fo rms ,  e tc . ”

( IMyFone ,  undated ) .

These  apps  can  m o d i f y  the  r ea l  i n fo rmat ion  tha t  i s  go ing  to  be

saved  i n  the  smar tphone  o f  a  suspec t  o r  an  i n f ec ted  per son  and

consequent l y  a l l ow  the  dev i ce  to  s to re  f ab r i ca ted  f a l s e  p o s i t i o n s  
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[ 1 ]  Th i s  a r t i c l e  was  prev ious l y  pub l i shed  i n  the  News le t te r  o f  the  High

Techno logy  Cr ime  I n ve s t i ga t i on  Assoc i a t i on ,  Vo lume  2 ,  Ed i t i on  1 .

https://www.imyfone.com/ios-location-changer/#MailerLite&mail&cp_AnyToEDM20200320


on  r emote  l oca t i ons  ( i .e .  Goog le  t ime l ine ) .  When  a  d ig i t a l  f o rens i c

ex t r ac t i on  i s  per fo rmed ,  th i s  wi l l  c rea te  a  f a k e  a l i b i  f o r  the  use r

tha t  wou ld  be  the re fo re  p laced  i n  a  wrong  pos i t i on .  I n  the  same

way ,  when  an  i nd i v idua l ’ s  phone  i s  f eed ing  cent ra l i s ed  se r ve r s  i t s

l oca t i on ,  th i s  data  wi l l  be  i n  f ac t  use le s s  s ince  i t  i s  not  the  r ea l

one  a t  a l l .

We  need  to  see  the  r ea l  data  and  spo t  the  f ake  one .  We  have  an

oppor tun i t y  to  do  so :  D a t a  V a l i d a t i o n .

Th i s  means  c r o s s - c h e c k i n g  and  co r re l a t ing  i n fo rmat ion  ex t rac ted

f rom  g e o p o s i t i o n  a p p s  wi th  r ea l  th i rd  pa r t y  ones  such  as  Ca l l

De ta i l  Reco rds  -  CDRs  -  tha t  a re  gene ra ted  by  ce l l  phone

prov ide r s  to  l og  the  ac t i v i t i e s  o f  a l l  the i r  cus tomer s  f o r  b i l l i ng

purposes .  I t  i s  i n  f ac t  a l m o s t  i m p o s s i b l e  f o r  a  suspec t  to  acces s ,

a l t e r  o r  spoo f  th i s  t ype  o f  data .

Data  va l ida t i on  means  us ing  m u l t i p l e  s o u r c e s ,  not  j u s t  the

eas i e s t  o r  f a s te s t  one ,  i n  o rde r  to  not  on l y  f i nd  a  s ing le  sou rce  o f

ev idence  but  d i scove r  and  connec t  mul t ip l e  ones  tha t  con f i rm

and  va l ida te  each  othe r ,  thus  p lac ing  i n ve s t i ga to r s  i n  a  pos i t i on

o f  ce r ta in t y  when  connec t ing  the  dot s  o f  an  examina t i on .

The  goa l  i s  to  ach ieve  c l o s e  c o o p e r a t i o n  wi th  a l l  the  i n fo rmat ion

co l l ec ted  by  the  t eam  o f  i n ve s t i ga to r s  work ing  on  the  same  case :

as  an  example ,  a  data  va l ida t i on  proces s  cou ld  be  connec t ing  ce l l

t ower  data  to  the  CCTV  camera  f eeds  r e t r i e ved  f r om  a  gaso l ine

s ta t i on ,  o r  h ighway  t r a f f i c  l og s  and  c red i t  ca rd  ATM  s t a tement s .

Tak ing  i n to  cons ide ra t i on  the  n e e d  f o r  sw i f t  and  prec i se  s y s tems

to  t r ack  the  movement s  o f  per sons  i n f ec ted  wi th  COVID - 1 9

s ymptoms  i n  o rde r  to  l im i t  the  sp read  o f  the  v i ru s  the  most

p rec i se  and  deta i l ed  i n ve s t i ga t i ons  must  be  per fo rmed .

Data  va l ida t i on  and  a  3 6 0 - d e g r e e  a p p r o a c h  to  the  i s sue  as

opposed  to  the  s imp le s t  one  i s  how  preven t i ve  and  cont ro l

s y s tems  have  to  be  des igned  and  imp lemented .
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