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ABOUT THE REPORT

The report has been developed in the framework of the EU-funded project "STAND-UP:
Standing up against hate in the EU". The project has received funding from the European
Commission Directorate General for Justice and Consumers under Grant Agreement no.
101049532.

The OSINT Reports Series, of which this report constitutes the first release, has been
developed with the aim of providing an overview of the potential applications, on a
European scale, of open-source research and analysis methodologies in prevention and
mitigation activities directed against a range of potential threats. Each report in the OSINT
Reports Series will provide insights, gathered through open source intelligence, concerning a
potential threat identified by Agenfor International Foundation with the support of public
and private partners.

To conduct the research and analysis, the team involved in the project relied both on freely
available tools and on an Al-powered OSINT software.

Author: José Luis Salido Medina and Lucia Garcia del Moral Martin - Euro-arab Foundation for
Higher Studies
Coordination & Revision: Viviana Gullo, OSINT Analyst, and Sergio Bianchi, Director - Agenfor
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INTRODUCTION

A significant number of hate crimes in Spain are related to racist or xenophobic motivations,
whose passive subjects of the crime are vulnerable groups due to their race, ethnicity, or
national origin. According to FRA Survey on Minorities and Discrimination[1], Spain has a
higher percentage for this answer category related to North African communities (93%). The
Spanish National Office for the Fight Against Hate Crimes[2] poses that racism or
xenophobia is the second most frequent reason for a hate crime in Spain. However, many of
these racist or xenophobic crimes encompass Islamophobic behaviour. As the annual report
of the Citizen Platform against Islamophobia[3] points out, discrimination in which the

Muslim religion is a central element is increasing.

The lack of knowledge about the Islamic culture and heritage and the negative discourse
used by media about Muslim communities in Europe contribute to the rise of Islamophobia
in our societies. According to the Observatory of Islamophobia in Spain database[4], when
the active subject commits a crime against a person for the mere fact of professing the
Islamic religion, it must be considered that hatred or aversion is produce not only because of
the religious practice that he/she carries out but also for the origin, real or perceived of the

passive subject, mainly Arab or North African.

Hate has also echoed in social networks where anti-inmigration cases have increased in 2021
if compared with the previous period[5]. Particularly, the OBERAXE mention that contents
against unaccompanied minors reached the highest point when 8.000 migrants crossed the

border between Morocco and Spain in 2021 May.

In this regard, the automatic identification of harmful contexts online is one of the major
concerns for social media platforms, policymakers and researchers. To illustrate how online
contents fuel Islamophobic and racist speeches and crimes, this report monitors the media’s
main trends, actors and sentiments expressed through social media in order to offer and
insight into regional and local tensions and hate dynamics. Thus, the report is divided into

three main sections:

* The analysis of the Qatar World Cup 2022 narratives.
e The analysis of historical revisionism, anti-migrant discourses and Islamophobia
narratives.

* The summary the main results of the analysis.

Co-funded by
the European Union 2




FUNDACION EUROARABE

OSINT Report 4 Weislers QST § C

syl 9568 s 5ol

ANALYSIS: ISLAMOPHOBIA IN QATAR
WORLD GUP 2022

The contemporary debate around Islamophobia arose by the end of the XX century when
social tensions in some European countries evidenced an increase in intolerance against
Islamic communities in Europe. In the 80s, the concept was used to characterize a
phenomenon of rejection and hostility that specifically affects Muslims in Europe (Bourekba,
2022)[6]. According to this author, in the 90s a series of characteristics was described to
identify Islamophobic discourses such as the idea that Islam is a monolithic static bloc.

Islamophobia is an umbrella concept used in its broadest sense to describe incidents
motivated by hate, hostility or prejudice. This report classifies different online contents
monitored with OSINT software in order to differentiate between specific conceptions of

Islamophobia: Islamophobia as religious intolerance; cultural racism, and morophobia.

RELIGIOUS INTOLERANCE

Some authors suggest using the concept of anti-muslim instead of Islamophobia (Halliday,
Geisser, 2003; Werbner, 2005)[7] paying attention to a specific kind of religious intolerance.
In this case, Islamophobia is understood as a phenomenon that gives rise to speeches and,
ultimately, to measures that validate the rejection of Islam in the public sphere in its
broadest sense.

Our OSINT analysis shows that Islamophobia as a form of religious intolerance becomes
evident when the media talk about women’s rights. Gender and specifically the
discrimination to which Muslim women are subjected for using hijab in the European public
space constitutes a central aspect of Islamophobia. The application of stereotypes and a
monolithic vision of Islam influenced by secular West approaches had serious consequences
for the online content that was shared on the occasion of the Qatar 2022 World Cup.
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Memes_Shakira L 4
BMemes_ShakiraZ - Seguir

Se filtran los ensayos de Shakira para su presentacion en
la inauguracién del Mundial de Qatar 2022

Ver en Twitter

¥ 9o ® Responder (2 Copia enlace

Leer 4 respusstas

C
AGENFO

Figure 1: An image of a group of women dressing nigab was shared to refer to Shakira’s dancing trials for the opening ceremony.
Reactions to this post represents the two different images of Muslim women that are usually portrayed in the social media. On the
one hand, modern Arab/Muslim women, and on the other, traditional hijabi women. The first one is represented as a paradigm of
modernity. The second one is reduced to the category of traditional religious women who are considered passive, submissive and
victims of an Islamic patriarchal society.

e

Nixarim @l ® LIGHTBRINGERENPAP.. @.. - Moy 20,2022

En Qatar &5 ilegal ser LGTBI+, 5i violan a una mujer casada la condenan a
ella por infidelidad y hay mas de 6000 muertos debido al trabajo
Inhumano en la construccidn de infraestructuras para el mundial.

No sé Karen Igual el tema no va por ahil,

Lo del boicot a Qatar huele mucho a
racismo w islamofobia. Cierto es que
no respeta los derechos humanos
pero ¢Se respetan en Occidente?
14:54 - 16 nov. 22 - Twitter for Android

11 1,430 2 5610 i X

Figure 2: Other users emphasised on social media the violation of human right in Qatar using misinformation messages. While one
user was denouncing a boycott campaign to Qatar and hypocritical behavior in media with the occasion of the champion, some
users replayed with misinformation about the conviction of married women for infidelity when raped.
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ISLAMOPHOBIA AS A FORM OF CULTURAL RACISM

Another relevant and growing academic
school points out that not only Muslims can
suffer discrimination based on Islamophobia.
Individuals whose names or appearances
look like Muslim Arabs or who speak Arabic
can experience discrimination or be attacked
for the presence of physical appearance or

ethnicity as an identity marker.

e raro que esta el discurso de inauguracion del
windial

| 1

Twatter Web App

10 p. m. - 20 nov. 2022

Mi mama: ;Donde estan todos los manteles de esta
casa?

Mi hermano v yo viendo el mundial:

Figure 3: In the case of the World Cup, a series related to Qatari
traditional clothes became viral in form of caricatures. In the
first meme, a cat and a monkey were dressed in the traditional
Qatari turban, named TURB, which the user identify as a
tablecloth while the second meme shows a series of jam bottles
under the title “how strange is the inaugural ceremony of the
Word Cup”.

However, the most viral content related to cultural traditions in Qatar was memes about the

closing ceremony where Sheikh Tamim bin Hamad Al Thani, Emir of Qatar, place a

traditional Qatari tunic on the shoulders of Leo Messi. The tunic called bisht is a long cloak

made out of light, often sheer, a material with trimming made out of real gold that is worn

over a white thobe for special occasions. It is viewed as a signh of appreciation and respect

and is typically worn by royalty, dignitaries, sheikhs and other high-status individuals.

According to experts, it is like a mark of honour, and just kind of a culturally welcoming and

a cultural acceptance[8].
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@ Rafael Montalvo v ‘l. Tomis Guasén L
Ya tiene que ser jodido que uno de los momentos mas
historicos del futbol, y para Messi en particular, le hagan

vestirse con el camison que tiene tu tia Paqui para seducir
a ti tio.

Y para SIEMPRE la foto de campedn del mundo de Messi
sera con una bata de prostituta sesentera ]
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Figure 4: The reaction was immediate and disrespectful comments about Qatari traditional tunic was posted. The users compared it
with “70s prostitute robes” and “nightdress that old women use to attract their husbands”.

i E! \  jorpe Rodriguer 1 W
L

Alibaba y Los cuarenta ladrones

Figure 5: A picture of the Qatar Ambassors in the Opening Ceremony of the World Cup was also accompanied by the Orientalist
comment “Alibaba and the 40 thieves”, one of the best-known stories in The Thousand and One Nights. This phenomenon is observed
as a rejection of Muslims and their symbols in public spaces or in form of debates about the use of traditional clothes, for example.
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MARTIN @argmartinida - 33min
Qatar chequeando el VAR

dAnnyg Mejlas '
AnryrC Seguir

Lo que mas disfruto de este mundial son estos memes &3

st S G R R
- -y - - N -

-Que offside

-Ah me parecio

El var revisando

" 106 L Responder |'_-'_73' Copia enlace

Figure 6: Other users were further and shared different images suggesting that VAR (Video Assistant Referee) was controlled by
what they assume are terrorists. The first one represented a Taliban as a referee in the VAR. The other one shows the first video of
the ISIS execution above the sentence: “the VAR revising”.

MOROPHOBIA OR MAUROPHOBIA RELATED TO SPECIFIC SPANISH CONTEXT

Other authors introduce the concept of morofobia or maurofobia for referring to a negative
perception of Arab-Muslims in general, and Moroccans in particular. This last concept is
based on the idea of prejudices and stereotypes against Moroccans in Spanish society, which
have been developed from the VIII century to the present (Martin Corrales, 2002)[9].

Spanish identity has been built in opposition to the image of the Arab in general, and the
Moroccan in particular, pejoratively known as "el moro". On the occasion of the quarterfinals
held between Spain and Morocco on 6th December 2022, the hagstag "lena al moro" (similar
to “hit the monkey” in English) became a trending topic, accumulating more than 10,000
tweets between the day before the match and the night of it. More than 70% were published

from far-right accounts with a marked racist and Islamophobic discourse[10].
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Figure 7: Interactions on the hashstag "lefia el moro".

The following post shows two classical plays in the 80s-90s with the sentence: “The moors
are like this shit. They are useless but funny when you throw them down the stairs”. Despite
the calls made by public authorities such as Spanish Government, LEAS and Morocco
Embassy in Spain to enjoy the match with respect, responsibility and tolerance, users
continue sharing authorities’ posts under the same hashtag. Another common reference
that became trending on social media in that days was Martes de Xenophobia (Xenophobia
Tuesday) suggesting that the day of the match was the turn to be xenophobic.

Paria @elPariaRM - 7 d
Viagra @CumViagra - 10 dic LERA AL MORO, MALDITOS
ledia al moro
) Policia Nacional @ @poficla - 6 dic
Los moros son como esta HCIVISMO

m'erda En el deporte 4B TODOS ganamos.. aungue & veces nuestro squipo Il
E= marque mencs goles

Désfruta del especticulo y celebra la victoria con #respeto y
#respontabdidag

EMARESP
BFIFAWOdCup |
EMuUnEal2022

NADA
Q1 Qa e &

o 0 L)

[+

The Spanish ultras had called out to "defend the streets from vandalism by Moroccan fans",
as they posted on social networks in accounts such as Foro M.D.M, the "Largest Fan Forum in
Spain".
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FORO MDM @elforamdm - 4 dic
FORD MDM @&elforomdm - 5 dic.

f T R Y FRENTE ATLET -
® ret UNIRAN FUE?Z.:'.; mﬁﬁm:‘mi)s ::H}gﬂfcz“ép:; LOS =WLos ultras del Betis se reuniran para defender su cludad Sevilla de
AFICIONADOS DE MARRUECOS ¥ PROTEGER LAS CALLES por ello actos vandalicos de los aficionados de Marruecos como los sucedidos en
- an 8 ko8 aficionadon de Espafie pare selr & las calles & defender Bruselas y convocan a log aficionados de Espafia en Heliopolis para ¢l
Madrid Marruecos - Espaiia de este martes a las 16:00h11
Martes 16:00h

FRENTE ATLETICO

lllTHAS*'llﬁk

FuninosX
POR ESPANA

Figure 8: This report found that ultras posts were tendency in all the regions of Spain, including also Andalusia where the
main extreme right ultras Supporters Sur from Betis shared similar images to M.D.M. The Hispameme account also
posted a video mixing images of the Spanish team, photographs of the Army, Spanish flags and other images of the
"reconquest", Islamophobic cartoons, images of the Melilla fence and migrants being beaten by the LEAS.
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Wall Street Wolverine £ @wallstwolvering - 1 dic. Valhally §ValballEI147435 - Dec 1, 7077
Espafia estrenard equipacidn para su enfrentamiento contra Marruecos en Replying to & i

octavos de final.

Lawerdaders copa ol mundo,

-+ |

O n 11 ss7 O se08 ] T2

Figure 9: Other users shared the image of a match between two Spanish teams in which one player wearing a football
uniform sponsored by an Iberian Ham brand under the title: “Spain will wear a new uniform for the dispute with
Morocco in the quarterfinals”. Some of the reactions show a ham as the real World Cup.

The response on social media after the Spanish team lost the match was based in two points.
On the one hand, xenophobic content based on the so-call morofobia under the title putos
moros de mierda (fuking moors of shit); fuera de nuestro pais moros de mierda (get out of
our country Moors of shit), and similar claims.
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moros de mierda

paraillo
AOROS DE MIERDA

104 Mo de mierda

albertikO
TO 1 MUERTOS

2 PROFOE

T( Hi

P mierda

Adamito @

FUERA DE MUESTRO F
MIERDA ME TENEIS HASTA LG
COJOk

marieta

ME CAGO EN LOS MOROS DE

1 Puntual 24H

1 Puntual 24H
: . NTE EMPIEZAN los altercados, cientos de

T o Aficionados marroquieslll DESTROZAN escaparates y

E Un magrebi PEGA una PALIZA a un n &l trifico en Bilbao

discapacitado para robarle el Maovil en Alcoy [Alicanta).

paraliz

El agresor YA estd en LIBERTAD.

Figure 10: On the other hand, a series of fake news continues to circulate paying attention to the false violent celebrations of
Moroccan fans. Online content included false information claiming stereotypes like the “violent character” of Moroccans; fake news
about Moroccan beating disabled people and Moroccan fans raping Spanish minors; and also fake news about fires, extensive
damages and crashes with the Police in different cities. Despite public authorities denying this information, the posts became viral.
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‘ Fermin Trujillo @FerTrujillaf 7T - 12 dic Ll
| Hija de |la gran puta an (u pais de mierda tienes menos derechos gue los

godes de pepe deé que cojones 1 ries puta mora me voy a reir yo cuando tu
marido de 48 afos te maltrate por no complacerie glipollas

Don PeraZ= ' #LLNM2 @DonPera_Esp - 156 dic
LA MORA DE MIERDA HA ENTRADO EN DEPRESION

0B | 5 7 reproduc

.
PO RTUGAL AIRPORT IS THAT WAY. & Moha @Mohamez04 - 14 dic.
Ha salido la madre de la chica pidiendo disculpas diciendo que no para
da llorar que no Come
Habéls quemado a una cria de 8 afios por dos palabras que seguro las

dijo por la euforia del momento
Me dais verglenza wiah

2 Q7 1 7 O w &

Figure 11: The last case was centered on Moroccan child who became the target of severe criticism after going
viral on social networks for her statements about the soccer player Cristiano Ronaldo after Portugal's elimination
from the Qatar 2022 World Cup. The declarations of the girl caused a spiral of messages between Ronaldo’s fans
insulting and referring offensive words to the 9 years-old children.

HISTORICAL  REVISIONISM, ~ ANTI-MIGRANT ~ DISCOURSES AND  ISLAMOPHOBIA
NARRATIVES

By monitoring a series of keywords by OSINT analysis, this report found that relevant political
events, news or commemorative days produce an escalation in the online hate phenomena.
This research also discovered that hate phenomena are linked to extreme right and that
Islamophobic. Racist online content coincides with two main characteristics of the far-right

groups: nativism and anti-migrants discourse; and the exaltation of nationalism.

To illustrate the extreme right behaviour in the Spanish online context, this study also
introduced a key analysis of two points in which these groups based hate discourses. On the
one hand, conspiracy theories and anti-migrant discourses, and on the other, historical
revisionism. First, the research focused on the software results at the national level after
introducing racist keywords to identify Islamophobic and anti-muslim/ anti-inmigrant posts
on the social network. Second, we study Islamophobic and morophobic messages based on

historical references to spread hate propaganda.
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NATIVISM, NATIONALISM, CONSPIRACY THEORIES AND ANTI-MIGRANT DISCOURSES

Nativist ideology encompasses protecting o ccionurbana

# Stop inmigracion

the interests of native-born or established
inhabitants against those that are defined
like “non-natives”. This idea is based on a
conception of a “pure” nation-state where
most parties would settle for a more
attainable ethnocracy (Mudde, 2007: 138)
[11] in which “the others” are treated with

hostility.

r..fu.;-.;a Ange P:"ir:.: T -
3 Emigueromens T

: ¢5 Es o que tiene la inmigracidn ilegal. Personas delincuentes en su pais que bes facilitan la llegada a otros paises (en este caso el
uesiro) para que hagan ko que bes salga del alma. Bendito goblerna de pacotilla

As observed, extreme right online content is full of references to terms like illegal
immigration, call effect and invasion. This last word has been used with specific purposes to
spread the morophobic discourse against North African communities, and in particular,
Moroccans and their descendants. The so-called “silent invasion” is a trending topic in the
extreme right pages to the point that even parliamentary radical right parties (VOX) use
conspiracy theories rhetoric to instigate hostility against migrants. In the next section, the
report also analyses how the word invasion is highly contextual and related to the specific
historical development of Spain.
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Samuel I2 o)™

@samuelromand?

Mas inmigracion y mas feminismo radical trae estos
resultados. A disfrutar.

B EFE Noticias & @EFEnoticias - 16 dic.

HULTIMAHORA | Los delitos en Espafia suben un 5,5 % en relacidn a 2019, pero
las violaciones un 38 %.

/ ULTIMA
HORA

EFE:

Il GIF

10:36 p. m. - 16 dic. 2022 desde La Zubia, Espafia

The hate posts pointed out Muslim/Arab communities also involved a series of stereotypes

like violence, terrorism, delinquency, homophobia, misogynist behaviour and the abuse of

social assistance. In particular, the references to unaccompanied minors have been

especially harmful to referring to them as criminals, drug dealers and rapists to the extent

that MENA (Spanish acronym for unaccompanied minor) has become a despective and

disrespectful word.

gaditacensurada
i @sinsiglasya

=]

La inmigracidn en Barcelona ya es mayoria y la policia se ve obligada a huir ante los actes vandalicos de los que un dia nos vendiergn
que eran refugiados. La poblacion catalana mientras se mantienen cerrada sus casas ante la violencia que se aduefia de las calles

Volvemos a 1934 hipsy/.co/OmsoNKIKGe
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La |mpumdaq de los ninis moros , producto no de Javier Ortega @JavierOB6080535 - 12 dic.
Marruecos si I"Il?l de Bruselas ¥ Uro pa. e ... 5l te estds levantando ahora a currar, acuérdate que hay miles de
No puede ser ciudadano el que atenta contra la paz o MEMNAS, sindicalistas, subvencionados y holgazanes varios, que estdn tan
hace terrorismo con subvenciones. ricamente en camita, esperando a cobrar su paguita con lo que pagues td
en impuestos... Buenos dias...

@ Wall Street Wolverine € @wallstwobvering - 15 dic O 18 11 32 O 715 a

Un hombre se ve obligado a quitar su bandera francesa en Bruselas ante la

e NCn o PR L. Alberto CaliuZZ ® @Caliu_A - 16h

7 Ayuso ha decidido seguir con la Agenda2030 y por eso mismo VOX ha

votado én contra deé sus présupuestos.
Ayuso ha elegido Agenda2030 frente al sentido coman.

Menos LGTBI, Menas, aborto, charonguitos y mds Agenda Espafiay
sentido comuin.

Gracias @vox_es por hacer valer mi voto.

Q 12 L < 517 X

HISTORICAL REVISIONISM

Narratives of the Radical Right and the Extremist Right also use historical revisionism to
framing cultural nationalism, ethnic nationalism and racial nationalism. Such usage
manipulates certain historical events in order to achieve political goals which otherwise lack
scientific fundaments.

The OSINT analysis generates tangibles results of how historical revisionism was used in the
Qatari 2022 Wold Cup. In some of the images posted in the previous days to the Spain-
Morocco match, extreme right football ultras shared historical images referring to the so-
called Christians and moors battles in the period of the “Christian Reconquest” of the
Spanish territory between 711 and 1492. Despite the Al-Andalus period being extended over
centuries, it is still conceived by conservatism as a Moors invasion and a denied and dark
period of Spanish history. The software also found examples of revisited history under the
sentence lena al moro disseminated in the World Cup by users named Spanish Templard

(Templario Espanol) and located in Malaga (Andalucia).

Brigadier s ®
@enigadiermMusica

@

El “histérico’ mundial de Marmuecos s& basd en conquistar AlAndalus v volverse a a5 (0 e50 quieren que creamas), Todo preparado
Propaganda Islamica. La realidad: Acaban de volver a perder contra Croacia y queda 4°

Fue saltar toda la THSrryen la UE y cejar de ser buenos, hittps./L.oo/SALT 2pp2
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i FORO MDM @elioromdm - 1 dic A% FORO MDM @elforomdm - 3 dic.
ﬁ El martes no nos jugamos un simple pase a cuartos de final del mundial. E El martes no es un partido cualquiera es mucho més 11! Espafia con la
martes juegan bos Reyes catdlicos vs Al-Mutamid seleccidn
PERDER NO ES UNA OPCION

However, extreme rights posts mentioning the Reconquest become more visible on
commemorative national days or historical commemorative events such as La Toma de
Granada (Day of the Taking in Granada). La Toma is a controversial festival held annually on
the 2nd of January in Granada that marks the final surrender of the Alhambra fortress in 1492
by Granada’s last Muslim ruler, Boabdil, following a truce with the Catholic monarchs
Isabella of Castile and Ferdinand of Aragon. This event is especially significant because
represents the loss of the last Muslim territory in the Iberian Peninsula, the expulsion of
Muslim Spanish Inhabitants, first, and the Sephardi community, later, and the start of the
Inquisition rule. On January 2023, many extreme right platforms posted historical pictures
representing the day that Christians took Granada and symbolising that day as the end of
the 8 centuries of “reconquest”. The radical right party referred to the Muslim invasion while
other users emphasise Christianity as a fundamental element of Granada. Others pointed out
the expulsion of those who do not agree with the festivity the same like the last Muslim king

was expulsed from Granada on the 2nd of January.

=4 Mo queremos ni debemos olvidar que hoy hace
531 anos de la Toma de Granada por las tropas

Roberto Centeno espaniolas de los Reyes Catdlicos, culminando ocho
@thecentenator largos siglos de Reconquista contra el invasor
musulman.

Un mentecato analfabeto, un tal Jose Ignacio Garcia
que tiene guasa, esputa “La toma de Granada es
celebracion de un genocidio, ahi no empezo nuestra
historia, sino la mutilacion de 7 siglos de memoria e
identidad” Vayase al Magreb como hizo el ultimo rey
moro de Garanada, payaso

#TomaDeGranada

[Video: Isabel - capitulo 14]

12:10 AM - Jan 5, 2023 - 10.4K Views

99 Retweets 1 Quote Tweet 451 Likes
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CONCLUSIONS

Islamophobic discourse has increased in recent years. In order to provide examples of this
type of online discourse, a distinction has been made between different conceptions of
Islamophobia.

In the case of the Qatar 2022 World Cup, a number of narratives related to religious
intolerance, cultural racism and morophobia have been identified. Examples of messages
disseminated include the stigmatisation of women wearing hijab as weak and subjugated
by religion, disdain for cultural elements specific to Arab countries, and the xenophobia
against what is perceive as "Moro" or Moroccan.

Other forms of hate content were also been identified. Messages with nativist and anti-
immigration content were accompanied by historical revisionism typical of the extreme
right. Hate speech is accompanied by conspiracy theories advocating the replacement of the
local population by Muslims. The dissemination of hoaxes stigmatising people of Arab origin
as violent and lazy is common. Historical revisionism is used to create an image of what has
always been the Spanish 'us' that is threatened by the Muslim or Arab 'them' coming to
destroy the nation. An example is how some accounts use the capture of Granada to
encourage violence against these groups and to try to consolidate the image of the Spanish
Christian warrior who must drive out the Muslim invader.

These messages are mainly conveyed through memes disguised as humorous content.
However, we also find explicit hate messages and viral hashtags such as "leha al moro" or

"Martes de xenofobia".
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